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CONFIDENTIALITY POLICY

AIM

We aim to ensure confidentiality of personal information regarding all children, families, program facilitators and

staff within the Centre.
The Centre recognises that confidentiality is essential to maintaining trust with children, families and staff;

however, confidentiality will not prevent information being shared where required to protect a child, comply with

legislation or promote a child's safety and wellbeing.

IMPLEMENTATION

Leadership will:

If there is a serious concern about a staff, student, committee or volunteer maintaining confidentiality, the
Centre’s policies and procedures must be followed to address the situation in the best possible way. Policies
relating to code of conduct, grievance and staff retention may be of assistance, as may the job descriptions
and the Centre’s statement of principles.

Work in partnership with staff and families to ensure their information is protected.

Ensure all new staff onsite are aware of the confidentiality policy and that it is being consistently implemented.
Ensure there is secure storage on-site for confidential records and oversee use of storage.

Ensure personal information is protected in accordance with our obligations under the Privacy Act 1988 and
Privacy Amendments (Enhancing Privacy Protection) Act 2012 and only authorised personnel have access to
private and sensitive information

Ensure personal information is collected, stored, accessed, used, retained and disposed of in accordance with
legislative requirements and Department for Education records management requirements.

Respond to actual or suspected privacy breaches in accordance with Department for Education procedures
and take appropriate action to minimise any potential harm.

Ensure confidential information is only accessed by authorised persons for legitimate educational, care or
operational purposes.

Ensure information sharing occurs lawfully, proportionately and only where necessary to promote the safety,
wellbeing or welfare of children in accordance with the Information Sharing Guidelines.

Ensure families are aware that the use of images or videos obtained from the Service, via the Services app,
Facebook page or other format are not to be shared by families on any device or social media platform.
Families are not to share photographs or videos taken during special events for publishing on social media
platform or sharing any other format

Develop procedures to ensure controls are in place over the storage, access and retention of children’s images
and videos at the Service, including hardcopy and digital files

Refer to individual family court orders for guidance regarding access, sharing and release of information where
required

All staff at site, volunteers, Governing Council members, facilitators and visitors will:

Maintain confidentiality at all times. If a person or child is deemed to be at risk, the relevant person (Director,
Team Leader, Family Practitioner) should be notified and they will help decide the steps that should be taken.
The Department’s Information Sharing Guidelines should be followed at all times.
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Understand that confidentiality does not prevent information being shared where there are concerns for the
safety or wellbeing of a child or where disclosure is required by law.

Observe professional ethics and avoid discussions, which present each other in a negative manner outside the
organisation.

Access confidential information only when required to fulfil their professional responsibilities.

All volunteers, students, educators and facilitators will complete a Confidentiality agreement during induction
and return to their line manager or supervisor on-site.

All members of Governing Council and sub-committees will complete a Confidentiality Agreement during
induction and return to the Secretary of the Governing Council. Governing Council and sub-committees will
refer any concerns about individuals to the Director or other Leadership staff. This will not be discussed at
committee meetings.

Staff will:

Sign a confidentiality agreement upon beginning work at the Centre.

Be aware of when it is appropriate to share information. For example, when information must be shared to fulfil
mandatory reporting obligations or promote the safety and wellbeing of children, in accordance with the
Information Sharing Guidelines and relevant legislation.

Not discuss individual children with people other than the family of that child, except for the purposes of
curriculum planning or group management. Communication in other settings must be approved by the family
beforehand

Observe professional ethics in contact they have with others as a representative of Centre.

Be aware of talking about confidential issues in front of parents, students and volunteers. Sensitive information
will need to be taken to a space where it can be discussed confidentially. If unsure refer to ‘Decision Making
Steps for Information Sharing’ in Information Sharing Guidelines.

Raise any grievances in line with Centre’s grievance procedure and not with outside parties.

Ensure personal electronic devices including phones, smartwatches or other devices that are able to take
images or videos, are not used in the children’s environment

Ensure only devices that are issued by the Service are used to record and store images and videos of children
Maintain confidentiality when using electronic communication, email, approved apps and digital record
keeping systems.

Protect passwords, system logins and electronic records from unauthorised access.

Ensure confidential documents are not left unattended in shared workspaces or visible to unauthorised
persons.

Administration will:

Securely store information in regard to different families.

Lock enrolment files in the appropriate cabinet.

Ensure staff details are not disclosed at any time unless authorised by the member of staff.

Ensure explicit verbal and written instruction is given to volunteers, students and staff regarding the
importance of maintaining confidentiality both inside and outside the Centre.

Confirm identity of any inter-agency staff calling for information by calling the switchboard.
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e Ensure confidential records are retained and securely disposed of in accordance with Department for
Education records management requirements.

Families will:

e Raise any grievances in line with Centre’s grievance procedure and not with outside parties.

e Share information relating to individual family court orders or parenting plans with the Service and update
these as required

e Ensure they do not share data or personal information of other family members, children or staff members
from the Service with anyone, including other families of the same Service

e Not use or share images obtained from the Service, via the Services app, Facebook pages or other format

o Not share photographs taken during special events for publishing on any social media or for sharing in any
format

o Respect that staff are prohibited to share information about other children, families or staff members without
expressed written consent to whom the information relates to.

e Be aware that confidentiality obligations may be overridden where there is a legal obligation to share
information to protect the safety or wellbeing of a child, including under the Children and Young People (Safety)
Act 2017 (SA), mandatory reporting requirements and the Information Sharing Guidelines.

EVALUATION:

This policy is effective when:

e Personalinformation is collected, stored, accessed and shared lawfully.

o Confidential information is accessed only by authorised persons.

e Staff understand when confidentiality applies and when information must be shared to protect children.

o Confidential records are securely stored, retained and disposed of appropriately.

e Children, families and staff have confidence that their personal information is treated respectfully and
securely.

Procedure Forms:
- Signed confidentiality agreement/contract.

Links to National Quality Standards:

Quality Area 2: Children’s Health and Safety.

2.2 Safety: Each child is protected.

2.2.3 Child Protection: Management, educators and staff are aware of their roles and responsibilities to identify

and respond to every child at risk of abuse or neglect.

Quality Area 6: Collaborative Partnerships with Families and Communities

6.1 Supportive relationships with families: Respectful relationships with families are developed and maintained.
6.1.2 Parent views are respected: The expertise, culture, values and beliefs of families are respected, and
families share in decision-making about their child's learning and wellbeing.
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Quality Area 7: Governance and Leadership

7.1 Governance: Governance supports the operation of a quality service

7.1.1 Service philosophy and purposes: A statement of philosophy guides all aspects of the service’s operations.
7.1.2 Management Systems: Systems are in place to manage risk and enable the effective management and
operation of a quality service.

7.1.3 Roles and Responsibilities: Roles and responsibilities are clearly defined and understood and support
effective decision-making and operation of the service.

7.2 Leadership: Effective leadership builds and promotes a positive organisational culture and professional learning
community.

EDUCATION AND CARE SERVICES NATIONAL REGULATIONS

84 Awareness of child protection law
145 Staff record
168 Education and care services must have policies and procedures
170 Policies and procedures to be followed
171 Policies and procedures to be kept available
177 Prescribed enrolment and other documents to be kept by approved provider
181 Confidentiality of records kept by approved provider
183 Storage of records and other documents
184 Storage of records after service approval transferred
1.0 January Policy adopted. Ocean Governing
2011 View Council
Children’s
Centre
1.1 June 2012 | Policy circulated to Policy Review Committee and staff K Cook
for review and suggested amendments identified,
including;
e NSQ regulations and requirements
e |nclusion of information sharing guidelines
e Governing council confidentiality agreement
2.0 November | Suggested amendments put to Policy Review K Cook Policy Review
2012 Committee and adopted, including; Committee
e NSQ regulations and requirements
e |nclusion of information sharing guidelines
e Governing council confidentiality agreement
2.1 June 2014 | Aligned with DECD Confidentiality Policy and P Murray Policy Review
Mar 2021 reformatted Committee
Information Sharing Guidelines added
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3.0

March
2025

Additional information added re: sharing images
obtained from Service’s app or at events; staff use
of personal electronic devices

Information added about only disclosing personal
information about a child to parents (unless a court
order prohibits this)

Confidentiality requirements updated in regards to
mandatory reporting

Updated the Information Sharing Guide from DPC

N
Turnadzic

Policy Review
Committee

3.1

July 2026

Replace children’s protection act 1993 with
children and young people (safety) act 2017.
Strengthen wording around lawful information
sharing

Add responsibilities for managing electronic
records, passwords, privacy breaches and record
retention

N
Turnadzic

Policy Review
Committee

Review: To be reviewed annually by the Assistant Director and any recommended amendments endorsed by the

Policy Review Committee.
Last Review: July 2026
Source: Information Sharing Guidelines — Department of the Premier and Cabinet.

Code of Ethics.
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Follow legislative requirements and
Your ISG appendix

I Has the identity of the person seeking the information
Joor to whom you wish to give information been verified?

Is there a legitimate purpose for
sharing the information?

Is the information confidential?

P00

Has consent been given?

Are you able to obtain consent?

Is there a legitimate reason to share

without consent?

D 0O O

Are there obligations for information
sharing that must be met?

e o e e Document the information sharing decision

If you are unsure at any stage about what to do, consult your line managerfsupervisor.
If a5 a supervisor/line manager, you are unsure and need help or advice, you may need to seek legal
advice or consult the 5A Principal Advisor information Sharing on
[0B) Ba20 5945 or 1800 952 511 [toll free cutside metropolitan South Australia).




